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2023 Most Dangerous Risks to Insurers
By Dave Ingram and Max Rudolph
The insurance industry is usually right in the middle of any issue that troubles society, and the 2023 Dangerous Risks survey suggests that will happen 
again in the coming year. New this year to the top five risks is Global and National Recession, which follows the emergence of Inflation as the top 
risk. Cyber is now the only risk that has stayed in the top 5 throughout the life of the survey. The other new risk in the top 5, Interest rate changes, is 
another risk that follows Inflation. And rounding out the top 5 is a risk that was new last year, Employee Retention.

For the second year in a row, we had over 200 participants. This is the sixth year that we have conducted this poll, starting in 2017.  

Ability to Hire dropped from 5th to 7th place, suggesting that both risks continue but may have just been pushed down by exceptional concerns about 
Recession and Interest Rates.  IT / Systems & Technology Gap fell from 4th to 6th place, finishing out of the top five for the first time in the six-year life of 
this poll.   

2023 2022 2020 2019 2018

1 Inflation Cybersecurity and 
cybercrime Cybersecurity and cybercrime Strategic direction and 

opportunities missed Cybersecurity and cybercrime 

2 Cybersecurity and 
cybercrime Inflation Disruptive technology Cybersecurity and cybercrime IT / Systems and technology 

gap 

3 Global / National 
recession Employee Retention Pricing and product line profit Pricing and product line profit Strategic direction and 

opportunities missed 

4 Interest rate changes IT / Systems and technology 
gap Legislative and regulatory IT / Systems and technology 

gap Pricing and product line profit 

5 Employee Retention Ability to hire new 
employees

IT / Systems and technology 
gap Competition Runaway frequency or severity 

of claims 

Looking at the top 10 risks for 2023 we see that 7 were in the top 10 last year, but only 4 persist from before COVID in 2020.  That is likely a 
reflection of the changes in point of view that we all have been through as a result of our experiences with the pandemic and its knock-on effects.   
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1. Inflation (Up from #2 last year) Last year, inflation was feared. This year, it is real. In 
2021, everyone watched as central banks around the world pumped money into the 
economy to offset the impacts of COVID. Supply side effects of COVID lockdowns have 
also resulted in sporadic shortages, driving additional price increases. Also, the war in 
Ukraine creates additional shortages and price increases. Insurers will be hit with a 
double whammy as the real value of invested assets decays and the cost of claims 
increases at the same time. The questions remain, how long will it last and how high 
will they go?

2. Cybersecurity and cybercrime (Down from #1 last year and a Top 5 risk all six years of 
this survey) The growing sophistication and variety of cyberattacks continue to wreak 
havoc on organizations’ finances and reputations. Ransomware still leads the pack of 
threats, but old-time phishing attacks are still driving significant losses. More remote 
work has also meant more time spent outside corporate firewalls.

3. Global / National recession (Up from #12 last year) Central bank rate hikes along with 
the impact from extended lock downs in China have slowed economic activity 
significantly. This is the first time in our six years of polling that recession has made the 
top 10. A Global Recession is expected by 63% of the Chief Economists polled in 
December by the World Economic Forum. While depth and length of a potential 
recession are unknown, it is a topic on the minds of many for 2023.

4. Interest rate changes (Up from #13 in 2022) Was a top 10 risk in 2020, but then the 
fear was of interest rates falling too low. Now, repeated 75 bps rate hikes by the 
Federal Reserve and large hikes by central banks in other countries along with 
“quantitative tightening” are driving interest rates to levels not seen for 40 years. This is 
good news for insurers selling new savings products, but if you had worked very hard to 
sell those products previously, the rising interest rates are an intense threat to both the 
market value of your investments as well as to the retention of customers. Interest 
rates are expected by many to remain high through the end of 2023.

5. Employee retention (Down from #3 last year) The Great Resignation continues to be 
seen as a threat by our insurance industry respondents. This poll was closed shortly 
before large banks and tech firms started to announce layoffs in the thousands. While 
those individual company actions are likely not large enough to make a dent in the 
overall statistics (10 million job openings compared to less than 100k layoffs), the press 
about the layoffs is likely to make job leavers a little more cautious. But job openings 
were still over 60% higher than the number of unemployed people.

6. IT / Systems and technology gap (Down from #4 in 2022) Nudged out of the top 5 for 
the first time in the six years of our survey, the gap that most insurers see between their 
own IT capabilities and that of the best in class of their competitors is still seen to be a 
major danger. Most insurers found that their tech capabilities were more than sufficient 
to carry them through the work from home period, but they are now worried that the 
future of the industry will require them to be very adept in supporting a full range of 
ecommerce options for selling to and servicing their customers using the best of 
InsurTech.

7. Runaway frequency or severity of claims (Up from #9 last year) Social Inflation, Climate 
Change and Financial Inflation have all worked together to increase insurance claims in 
2022. Our respondents expect all three drivers to continue in 2023. The specter of 
recession would likely result in a decrease (or very low increase) of overall insurance 
sales, but an increase in claims from casualty lines such as liability and workers 
compensation. Hurricane Ian in south Florida triggered an insured loss of over $50 B 
contributing to total global natural catastrophe claims that were 25% above the already 
high 10-year average. 

8. Ability to hire new employees (Down from #5 in 2022) Job openings have been running 
60% above the number of total unemployed and there is a major skill mismatch 
between job requirements and available people. Employers had long gotten used to 
being able to recruit to fit a very specific high skill position with an experienced person 
who could walk in the door and do the job from day one. 

9. Strategic direction and opportunities missed (Up from #11 last year) This risk has been 
ranked #12 or higher in all six years of this survey. It suggests a lack of confidence of the 
respondents in the ability of the leaders of their firms to make the right choices about 
the future. There are many indicators, including this survey, that there are major changes 
in the marketplace happening, but it is not entirely clear what new direction will work 
for the insurance industry.

10. Pricing and product line profit (Down from #7 in 2022) Financials are not yet in for 
2022, but through 3rd quarter, it looked like profitability was going to be low for the year. 
While 2023 is forecast to be a hardening market with companies catching up on 
achieving their profit targets, that is far from certain. Recession will put pressure on 
growth and all it takes to spoil the hard market is a few companies figuring that they can 
get their growth bonuses by just going a little light on their rate increases. Increased 
interest rates could be a boon to life insurers in 2023 as they have been to banks in 2022 
but the same sorts of pressures for growth will apply.
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Largest Advances in Ranking
Stock Market Drop – Jumped from #47 to #14 – Low ranking of this risk last year but 
2022 stock market returns were the worst year since the Global Financial Crisis of 
2008-9 and that was before the recession that may come in 2023.

Asset Credit Default or Downgrade – Rose from #43 to #15 – The result to be expected 
prior to a recession.

Inadequate Capital – Rose from #42 to #21 – With both stocks and bonds having a year 
of losses in 2022, insurer capital positions took a hit, reducing capacity to deal with any 
future claims surge or for funding growth.

Credit Spread fluctuations – Rose from #60 to #23 – Another expected result of a 
recession along with the rise in interest rates and the high degree of borrowing done 
by many firms in the prior long low-rate environment.

Liquidity – Went from #68 to #31 – A recession typically causes cash flow shortfalls, 
reducing demand as fewer buyers are available. Liquid assets may be sold first, delaying 
reporting updates for actual values of assets that are rarely traded.

Major international armed conflict or war – Rose from #77 to #33 – Was very low 
ranking just weeks before the Russian invasion of Ukraine. With no end in sight, we 
cannot know now whether the conflict will lead to additional issues for geopolitical 
risks and the global economy.

Expenses and budgeting – Went from #59 to #34 – Tightening of budget controls is 
likely to be the most common reaction of insurers to inflation and recession.

Largest Drops in Ranking
Pandemic – Fell from #10 to #66 – Pandemic Risk fell back to where it had been 
prior to COVID. But there is no guarantee that major pandemics will always 
happen 100 years apart.

Climate Change – fell from #24 to #48 and down from #9 in 2020 - The World 
Economic Forum lists climate related issues as two of their top 10 risks for the 
short term and as their #1 AND #2 long term risks. Right now, climate risk has 
not been prioritized beyond regulatory requirements, following the approach 
for pandemics prior to COVID.

Organizational Change – Fell from #27 to #49 – With the pressures on 
maintaining headcount and key skills, insurers are reluctant to make disruptive
organizational changes.

Aging Demographics – Distributors & Agents – Fell from #25 to #44 – Insurance 
salespeople may be finding that they can and many need to keep working. The 
risk caused by a dearth of younger people ready to step up to be the sales 
leaders of the future is still looming.

Surveys are very helpful at both extremes. They report on what respondents are currently concerned with but also can act as contrarian indicators. 
Pandemics are potentially one of these risks. It did poorly in the current survey, likely reflecting some level of burnout on the topic, but China’s release 
from lockdown and regional flareups could generate new variants, a new spillover disease could appear and, most importantly, the recent pandemic 
has led to indirect claims due to lockdowns and future claims due to long COVID.

Additional Risks to Watch out for in 2023 – We suggest that 
Property/Mortgage Exposure (#51) and Company Culture (#17) should 
be on your radar, driven by a decrease in need for office space and the 
rapidly changing business environment.



Actuarial Risk Management Page 5

Strategies & Risk Solutions for Executives

Newsletter Webcast Podcasts

• 3 to 6 articles quarterly
• Written by Dave Ingram, Max 

Rudolph and other ARM consultants 
focusing on risks faced by 
insurers and risk 
management strategies

• Available on the ARM website

• One-hour live webcast once each 
quarter following the newsletter 
publication

• Webcast includes brief 
presentations, interviews with 
authors and live Q&A with your 
questions answered regarding the 
newsletter topics

• Two per month – 15 – 20 minutes in 
length

• Delivered by Dave Ingram & Max 
Rudolph

• Presenting material from the 
newsletters and webcasts in a 
totally audio format.

• Available wherever you usually 
download podcasts

Now providing three ways for you to get insights, strategies and solutions from ARM consultants to 
help resolve your risk issues. All at no charge!

Sign-up to receive notices for all three automatically at 
https://www.surveymonkey.com/r/AMRSRSE

The March 2023 newsletter and Webcast will provide discussions on Inflation, the # 1 
Most Dangerous Risk and Fear vs. Danger and how to improve risk assessments.

https://www.surveymonkey.com/r/AMRSRSE

