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Federal Reserve Risk 
Categories 

Elements of Insurance Risk Comments 

Business Credit Risk  1.Risk that counterparty will fail to on perform an obligation or default on amounts due. Counterparties 
include accounts receivable from agents, policyholders, reinsurers, etc.  The Academy suggests that 
generally this risk does not apply to policyholders for life insurers. 

Invested Asset Credit Risk Risk of non-performance of contractual payment obligations on invested assets.  The Academy suggests 
that this include the risk of a rating downgrade. 

Political Risk Investment risk associated with changes in domestic or foreign government policies.  

 
 
 
 

Credit Risk 
The potential that a borrower or 
counterparty will fail to perform 

on an obligation. Concentration Risk Increased exposure to valuation errors, major asset defaults (of a single security issuer or class of 
security issuers), economic conditions (if business is concentrated in a certain industry sector), 
regulatory or court decisions (if concentrated in a single jurisdiction). 

Interest Rate Risk Risk of adverse interest rate fluctuations.  Typically an asset-side risk, but may be a liability risk 
particularly for a life insurance company. Includes presettlement risk.  

Basis Risk Risk that yields on investments of varying credit quality, liquidity and maturity do not move in the same 
direction and/or same magnitude as the liabilities back by those investments. The American Academy of 
Actuaries (Academy) suggests that basis risk is usually associated with hedging transactions where the 
performance of the hedging instrument does not exactly match the performance of the risk being 
hedged, because of differences between the risk being hedged and risk underlying the performance of 
the derivative instrument. 

Reinvestment Risk Risk that rates will fall causing cash flows from an investment (dividends or interest), upon reinvestment, 
to earn less than original underlying asset.    

Currency Risk 1. Risk that the U.S. dollar rises in value in comparison with other foreign currencies resulting in the 
decrease in value of the foreign securities.  Principal and income payments on the foreign securities at 
settlement are based upon that particular currency and must be converted into U.S. dollars.  When the 
foreign currency is weak and the U.S. dollar is strong, fewer dollars will be received upon conversion.  
2.Currency risk may be related to the risk factors present in off-balance sheet risk. This type of risk would 
occur if an entity had an off-balance sheet guaranty denominated in a foreign currency. Although such 
risks are off-balance sheet, disclosure would be required, if material. 

Asset Concentration Risk Increased exposure to valuation errors, major asset defaults (of a single security issuer or class of 
security issuers), economic conditions (if business is concentrated in certain industry sector), regulatory 
or court decisions (if concentrated in a single jurisdiction).  

Asset/Liability Matching Risk Risk resulting from the impact of fluctuating interest and inflation rates on the values of assets and 
liabilities. This risk includes components of basis risk, interest rate risk, and duration risk.  Duration is the 
measure of an asset or liability’s interest rate sensitivity that takes into account all cash flows of the 
assets or liabilities. If the effect of the rate fluctuations is different on assets than liabilities, the values of 
assets/liabilities will change by different amounts, and may expose the insurer to statutory insolvency. 
The Academy suggests that interest rate risk and asset/liability matching are managed in tandem and 
that there should be a reference here to interest rate risk. 

 
 
 
 
 
 
 
 
 
 
 
 
 

Market Risk 
 The risk associated with adverse 

movements in market rates or 
prices, such as interest rates, 

foreign exchange rates, or equity 
prices. 

Asset Mkt. Value Risk Risk that realizable value may be less than carrying value upon conversion to cash because of current 
market conditions. The Academy suggests that comments should include risks associated with 
fluctuating equity values.   
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Federal Reserve Risk 

Categories 
Elements of Insurance Risk Comments 

   
  
Political Risk Risk to the value of invested assets associated with changes in government policies.  

 

Sovereign Risk Risk that investments in foreign countries may be affected by interference from foreign governments. 
Liquidity Risk Unexpected timing or amounts of cash needs may require liquidation of assets when market conditions 

could result in loss of realized value or inability to sell. Market or company conditions may preclude 
access to, or cause disruption of, outside sources of liquidity (e.g. through borrowing, affiliate advances, 
trade credit, reinsurance, securitization, etc.) on which the company typically relies to conduct its normal 
operations. The Academy suggests that recent discussions within the insurance regulatory and actuarial 
community have broken liquidity into the more traditional cash flow risk driven by interest rates, and the 
“stress” liquidity risk driven by a singular event which threatens the financial viability of the insurer. 

Asset/Liability Matching Risk that actual cash flows or liquidation asset values do not coincide with the cash flow obligations to 
beneficiaries, policyholders, claimants or creditors per contractual or market terms, when market 
conditions are adverse.  These risks are particularly significant for interest sensitive products such as 
GICS, guaranteed annuities and other products having a guarantee backed by interest sensitive assets.  
Asset/liability risk can be viewed as a combination of liquidity and market value risks.  Losses in asset 
values or increase in claims/benefits created by changes in interest rate levels result in a lack of 
synchronization of asset/liability cash flows. The Academy suggests that interest rate risk and 
asset/liability matching are managed in tandem and that there should be a reference here to interest rate 
risk. 

 
 
 

Liquidity Risk 
 The potential that an institution 

will be unable to meet its 
obligations as they come due 

because of an inability to 
liquidate assets or obtain 

adequate funding (funding-
liquidity risk) or because it cannot 

easily unwind or offset specific 
exposures without significantly 

lowering market prices because 
of inadequate market depth or 

market disruptions (market-
liquidity risk). 

 
Asset-Affiliates Value of investment in affiliates may decline. Affiliates may default on fulfillment or repayment of financial 

or operating obligations. Needs of holding company may create pressure for draining financial or 
operating resources from company. Declining reputation or quality of management of affiliates may affect 
reputation or management of company. Includes impact of stacking organizations. 
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Federal Reserve Risk 

Categories 
Elements of Insurance Risk Comments 

Capital Markets Risk that entity will not be able to secure sufficient funding from outside markets. Inadequate capital to 
meet regulatory, legal or market (e.g. rating/credit standards, transactional or business) requirements or 
economic (contingencies, business volatility, strategic, business reputation) needs. 
Interested Parties to provide comments on Capital Markets. 

 

Catastrophes Insurance product losses and benefits that result from events that are either unanticipated or uncertain 
as to timing and impact resulting in adverse results within a short period of time. 

Human Capital Risk  Risk that entity will not be able to attract or retain sufficient and qualified personnel. 
Operational Risk Risk that unexpected losses will result from ineffective internal control policies, inadequate information 

systems, or reliance on third parties or vendors. The Academy suggests this include the risk of damage 
to physical assets and business interruption. 

Start-Up Risk Risk that during the insurance company’s initial start-up phase or its expansion into a new product line, 
that the entity may lack appropriate management discipline, internal controls, credible data on the nature 
of products/business, or sufficient volume for adequate risk diversification Such risk may result in 
inappropriate pricing, underwriting, claims practice, reserving, or inappropriate capital allocation or 
inadequate operating resources. 

Distribution Channels Risk  Risk that ineffective methods are being utilized to deliver products to the end-users. 
Fraud Risk Risk that internal fraudulent action will damage the entity resulting in loss of value due to embezzlement, 

expropriation, misrepresentation, or other adverse action contrary to laws or ethical standards. 
Strategic Risk Risk that arises from an entity's inability to implement appropriate business plans, to make decisions, to 

allocate resources or to adapt to changes in its business environment. 

 
 
 

Operational Risk 
The potential that inadequate 

information systems, operational 
problems, breaches in internal 
controls, fraud or unforeseen 

catastrophes will result in 
unexpected losses. 

Competitive Risk Risk that competition in the market may lead to loss of future business resulting in reduced profits or 
greater than estimated losses from the marginal block of in force business.  

 Stress Testing/Scenarios Risk related to interest sensitive business with regard to the interest rate scenarios selected and the 
number of scenarios used in testing. 

 Business Continuation Increased exposure to natural and man-made catastrophes; inadequacy or disruption of logistical, 
distribution or operational resources; market erosion or competition; inappropriate practices and 
procedures relating to underwriting, pricing, sales, reserving, claims practices; adverse legal or 
regulatory developments, etc. 

 Acquisition of Business The Academy suggests that the risk of acquiring business is an operational risk. This would impact 
pricing risk, underwriting risk, expertise, business concentration, etc. 

 Distribution Channel Risk Risk that ineffective channel are used to deliver an enterprise’s products to its customers. 
 
 
 

Legal Risk 
 The potential that unenforceable 

contracts, lawsuits, or adverse 
judgments can disrupt or 

otherwise negatively affect the 
operations or condition of a bank 

holding company. 

Political Risk Risk associated with changes in government policies that may impact competition from other segments 
of the financial services industry, consumers’ needs for insurance products, and investment values.  
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Federal Reserve Risk 

Categories 
Elements of Insurance Risk Comments 

Regulatory Risk Risk that legislative actions, tax changes, court decisions or regulatory rulings may alter financial market 
conditions or competitive abilities.  Examples include the inability of insurers to remain competitive due 
to the slow process of regulatory approval for new products, the loss of business opportunities due to 
uneven regulatory oversight, and the loss of business due to changes in legislation affecting the tax 
treatment of insurance products. Insurers regulatory capital may be adversely affected by changes in 
regulatory accounting rules.  

Legal Risk Risk arises from an entity's non-conformance with laws, rules, regulations, prescribed practices or 
ethical standards in any jurisdiction in which it operates. Risk that product features become 
unenforceable due to changes in law or court decisions. The Academy suggests that this should also 
include the risk of an adverse ruling. 

Distribution Channels Risk Risk that inappropriate means (behavior) are being utilized to deliver products to the end-users. 
Sovereign Risk Risk that investments in foreign countries may be affected by interference from foreign governments, 

which may impede the enforceability of an insurer’s contract. 

 

Fraud Risk Risk that external fraudulent action will damage the entity.  
Reputation Risk Risk that entity will incur losses related to an adjustment in its standard rating based upon national 

recognized statistical rating organization. 
Quality/Service Delivery Risk 
 

Risk that the entity will incur losses from unfavorable business practices and management decisions 
related to its or an affiliate’s reputation. 

 
Reputational Risk 

The potential that negative 
publicity on a bank holding 

company's business practices, 
whether true or not, will cause a 

decline in the customer base, 
costly litigation, or revenue 

reductions. 
 

Fraud Risk Risk that external fraudulent action will damage the entity.  
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Product Risks Insurance Industry Risk 
Terminology 

Comments 

  
Pricing Risks 1 Existing and future business will generate net contractual losses. Inadequate or inappropriate pricing 

(excess claim over expected from either random fluctuations or inaccurate pricing for future claims or 
other policy benefits), underwriting or claims processing. 2. Risk that stems from uncertainty about future 
operating results relating to investment income, mortality and morbidity, frequency and severity of 
claims/losses, administrative expenses, and sales/lapses. If an insurer's pricing is based on assumptions 
that prove incorrect, it may not be able to meet obligations to policyholders and claimants. 3. Risk from 
exposure to financial losses related to the production of business where the costs and liabilities assumed 
in respect to the product line exceed the budgeted pricing forecasts. In addition this risk also 
encompasses profitability risk that premiums will not be sufficient to cover current and future losses, 
expenses, and maintenance of adequate capital to support the book of business. 4. A subcomponent is 
expected mortality or longevity risk where actual mortality or longevity is greater than expected resulting 
in significant operating losses. 5. Risk that the target market assumptions used to develop the product 
were unrealistic to attract the desired customer bases whether preferred or substandard. The Academy 
suggests that pricing risk for life insurance has to do with guarantees – not necessarily with difference 
described above unless as a result, guarantees can not be met.(P/U) 

Reserving Adequacy Risk that the final insurance claim or annuity payment (policyholder benefits and related expenses) 
obligations will be greater than the booked reserve values. Risk of underestimating liabilities from 
business already written or backing liabilities with mismatched cash flows. Ultimate insurance claims, 
policyholder benefits and related expenses will be greater than the recorded estimates. For life insurance 
coverage, the risk is that underwriting assumptions associated with death, sickness and serious illness 
related to disease contraction are more frequent than anticipated resulting in unexpected losses. For 
annuity products, the risk is that mortality assumptions are lower than estimated and the annuitant 
outlives the estimated payout period, resulting in higher benefits than estimated. Underestimating 
liabilities from business already written. (R) 

Rapid Growth Risk that underwriting; pricing and/or claim discipline control may lead to losses from inadequate pricing 
or reserving.  Strain on capital and operating resources or inexperience with new business may result in 
erosion of financial strength, flexibility, and market performance/reputation. Loss of underwriting, pricing 
and/or claim discipline control may lead to losses from inadequate pricing or reserves. Strain on capital 
and operating resources or inexperience with new business may result in erosion of financial strength, 
flexibility, and/or market performance or reputation. (P/U), (R) 

 
 
 
 

Not Categorized 
Elements of insurance risk that 
do not readily fit into any of the 

Federal Reserve risk categories.  
 

Risks to inherent in insurance 
products have been branded by 

the NAIC’s Risk Assessment 
Working Group into two general 

categories: 
 

Pricing/Underwriting (P/U): 
Pricing and underwriting practices 
are inadequate to provide for the 

risk assumed. 
 
 

Reserving (R) 
Actual losses or other contractual 

payments reflected in reported 
reserves or other liabilities will be 

greater than estimated  
  

New Company/Start Up Risk that the entity lacks the necessary resources to market, underwrite, service and manage a start up 
operation. During initial startup, there may be a lack of appropriate or adequate management discipline 
or internal controls, credible data on nature of business, or sufficient volume of adequate diversification 
of risk, which may result in inappropriate pricing, underwriting, claims practices, reserving or 
inappropriate provision for capital, liquidity or operating resources. (P/U)   

 Economic Environment Risk that social conditions will change in a manner that has an adverse effect on the company.  (R) 
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Product Risks Insurance Industry Risk 

Terminology 
Comments 

Net Retention Risk Risk that the entity does not have sufficient capital to support the business or maintains excess capital in 
relation to the risk it has underwritten which may result in loss of other business opportunities. Higher 
retention of insurance loss exposures results in losses due to catastrophic, large or concentrated claims 
experience. Lower retention of insurance loss exposures resulting losses due to the inability to collect 
from risk transfer counterparties (reinsurers, capital markets investors, pooling arrangements, derivatives 
counterparties, trustees, letter of credit or surety issuers, guarantors, etc.) (P/U) 

Mortality/Morbidity/Longevity Risk Risk that underwriting assumptions associated to death, sickness, and serious illness related to disease 
contraction are more frequent than anticipated resulting in unexpected product losses. Risk that mortality 
assumptions are lower than estimated and the annuitant out lives the accumulated cash value resulting 
in higher benefit payments over time. (P/U), (R) 

Frequency/Severity of Claims Risk Risk that numerous large claims occur within a short time period resulting in unexpected losses. (P/U), 
(R) 

Sales/Lapses Risk Risk that significant lapses in policies will result in unexpected losses.  (R) 
Underwriting Risk Risk from exposure to financial losses related to the selection and approval of risks to be insured. (P/U) 

 

  
 Distribution Channels Risk Risk that inappropriate or ineffective means are being utilized to deliver products to the end users. (P/U) 
 
 
 
 

Inflation Risk Risk that inflation/unemployment may increase the incidence of health related claims (disability income) 
increasing expected losses. (R) 
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Product Risks Insurance Industry Risk 

Terminology 
Comments 

 Reinsurance Risk The risk of incorrectly estimating the amount due from reinsurers. The risk that a reinsurer disagrees with 
the amount that the ceding insurer believes is due. 

 Financial Statement Presentation 
Risk 

Financial statements do not fairly present financial condition, results of operation or cash flows of 
company in accordance with standard or accepted reporting or accounting convention. Also includes Off-
Balance Sheet Risk, which is the risk that certain of an entity’s assets or obligations are not recognized 
in the entity’s statement of financial position. (Accounting rules do not let entities provide for off-balance 
sheet risk.) 

 Business Concentration Increased product exposure to natural and man-made catastrophes resulting from a lack of risk 
diversification. 

 Small Block of Business Lack of sufficient or credible experience may reduce reliability of pricing and reserves. 
 


